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Family Futures Data Protection, 

 case recording and access to records policy 
 
Background 
 
The Data Protection Act 1998 came into force on 1 March 2000, repealing the Data 
Protection Act 1984. It provided a much broader definition of ‘data’ to include manual records 
and to give people rights to access personal data held on them by organisations.   
 
It is Family Futures’ policy to comply with both the spirit and the letter of the law contained in 
the Act. 
 
We recognise the importance of personal data to Family Futures and the importance of 
respecting the privacy rights of individuals. This Policy sets out the principles which we will 
apply to our processing of personal data so that we not only safeguard one of our most 
valuable assets, the children and families we work with, but also respect the data protection 
rights of individuals and process their personal data in accordance with the law.  
 
It is the responsibility of all our staff (which term includes contractors, temporary and 
permanent employees and any other individual or company working for Family Futures) to 
assist Family Futures to comply with this Policy. All staff must familiarise themselves with 
both this Policy and apply its provisions in relation to all processing of personal data. Failure 
to do so could amount to misconduct, which is a disciplinary matter and could ultimately lead 
to dismissal. Serious breaches could also result in personal criminal liability under the Act. 
In addition, a failure to comply with this Policy could expose Family Futures to enforcement 
action by the Information Commissioner’s Office (which could result in restrictions being 
imposed on our use of personal data and/or the imposition of monetary penalties) and to 
complaints or claims for compensation from affected individuals. There may also be negative 
publicity as a result of any breach that is made public. 
 
For these reasons, it is important that all staff familiarise themselves with this Policy. It is the 
responsibility of all staff members to read and follow this Policy. 
 
Procedures 
 

1. Responsibilities 
 
Managers keeping staff and other individuals’ records (eg, clients’, parents’, children’s, and 
families’ data), both electronic and paper, within their service will be responsible for ensuring 
compliance with the Data Protection Act.  
 
While the HR Administrator will be able to assist with the review of staff members’ files they 
cannot be expected to make decisions about what should or should not be kept on an 
individual staff member’s file.  
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1. The Processing Principles 
 
All processing of personal data must comply with the eight principles of the Data Protection 
Act, which are that: 
 

1. Data are fairly and lawfully processed; 
2. Data are processed for limited purposes; 
3. Data are adequate, relevant and not excessive; 
4. Data are accurate and, where necessary, kept up to date; 
5. Data are not kept longer than necessary; 
6. Data are processed in accordance with the data subject’s rights; 
7. Appropriate measures are taken against unauthorised or unlawful processing of 

personal data and against accidental loss or destruction of, or damage to, personal 
data;  

8. Personal data shall not be transferred to a country or territory outside the EEA unless 
that country or territory ensures an adequate level of protection for the rights and 
freedoms of data subjects in relation to the processing of personal data.  
 

2. Definitions 
In order to appreciate fully the requirements of the Act it is important to understand the 
meaning of certain key words and phrases, which are used within the Act. These are set out 
below:  
Data is information that is processed electronically (eg by computer); is 

recorded manually (eg on paper) with the intention of being processed 
electronically (eg collected on paper and then scanned onto computer); is 
recorded as part of a relevant filing system (see below); or is none of 
these but forms part of an accessible record or, where the data controller 
is a public authority, any other manual record;  

Data Controller is the organisation that determines the purposes for which and the 
manner in which personal data are processed. Family Futures is the data 
controller. Employees, managers, contractors and other staff are not data 
controllers, but they work for the data controller; 

Data Processor is any external organisation that we appoint to process personal data on 
our behalf; 

Data Subject is a living, identifiable individual about whom we process personal data; 
Information 
Commissioner 

is the supervisory authority responsible for enforcing the provisions of the 
Act in England and Wales; 

Personal Data are data which relate to a living individual who can be identified from 
those data or from those data and other information which is in our 
possession or likely to come into our possession. Personal data include 
opinions and indications of our intentions towards an individual; 

Processing has a wide meaning and covers virtually anything that can be done in 
relation to personal data, such as obtaining, recording, holding, altering, 
retrieving, consulting, using, disclosing, blocking, erasing or destroying 
personal data; 

Relevant Filing 
System 

is a set of manual information (ie paper files) relating to individuals which 
is structured by reference to individuals or criteria relating to them in such 
a way that specific information relating to a particular individual is readily 
accessible; 

Sensitive 
Personal Data 

means information as to: (a) the racial or ethnic origin of the data subject, 
(b) their political opinions, (c) their religious beliefs or other beliefs of a 
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similar nature, (d) their trade union membership, (e) their physical or 
mental health or condition, (f) their sexual life, (g) the commission or 
alleged commission by them  of any offence, and (h) any proceedings for 
any offence committed or alleged to have been committed by them, the 
disposal of such proceedings or the sentence of any court in such 
proceedings. 
 

3. Sensitive Personal Data 
 
Sensitive personal data must not be held about a client or staff member without their explicit, 
written consent unless it is in compliance with our legal obligations – e.g. health and safety. 
Such information may also be retained as long as necessary for defending a complaint of 
unlawful discrimination or as a means of monitoring, promoting or maintaining our Equal 
Opportunities Policy. 

 
Family Futures seeks permission to hold sensitive personal data about its employees when 
those employees sign their contract of employment.  
 

4. Employees’ Rights – Access to Personnel Files  
 
To gain access to information about your employment records in your personnel file, you 
should make a written request to the Agency Administrator, setting out in detail the 
information you wish to see. You should attach to your written request copies of documents 
identifying you (a copy of your passport, and a utility bill within the last three months of your 
application), and a cheque payable to ‘Family Futures CIC’ for £10 as an administration fee 
for our dealing with this matter.  
 
Under the law, information must be supplied by Family Futures within 40 days of receipt of 
the written request, the identification documents, and the £10 fee, although in practice it is 
likely to be much quicker than this.  Physical access to the information will be in the 
presence of a nominated person.  The sole purpose of this is to ensure that no material is 
inappropriately removed or destroyed, and to protect you from any such allegations at a later 
date.   
 
You may, provided it does not require a disproportionate effort by Family Futures, request 
one copy of any or all of the information to which you seek access.  A record will be made of 
any copies requested and provided, including date and place, together with the name of the 
person providing them.  We would be grateful if requests would relate to a particular issue or 
subject – e.g. appraisal paperwork, sickness records. 

 
Individuals have a right to a copy of information held about them that is covered by the Act. 
When an individual asks for a copy of a reference written about them, many employers 
refuse to provide it because it was supplied in confidence. This may breach the Act. The Act 
applies differently to references which have been given by Family Futures and those which 
have been received by us.  
 
If someone asks for a copy of a confidential reference Family Futures has written about them 
relating to training, employment or providing a service, we do not have to provide it because 
of an exemption in the Act. We may choose to provide the  information, but such requests 
will be dealt with on a case-by-case basis.  
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References received by Family Futures from another person or organisation are not treated 
in the same way as references written by Family Futures. If we hold a reference we have 
received in a way that means it is covered by the Act, we must consider a request for a copy 
under the normal rules of access. An individual can have access to information which is 
about them, but may not necessarily have access to information about other people, 
including their opinion, provided in confidence. Information relating to third parties should be 
redacted from disclosure. 
 
The references we have received may be marked ‘in confidence’. If so, we will need to 
consider whether the information is actually confidential.  
 
We do not withhold information which is already known to the individual who makes the 
request. Factual information such as employment dates and absence records will be known 
to an individual and will be provided. Information relating to performance may well have been 
discussed with the employee as part of an appraisal system. Where it is unclear whether 
information, including the referee’s opinions, is known to the individual, Family Futures will 
contact the referee and ask whether they object to this being provided and ask for a reason 
why. 
 
Even if a referee says that they do not want Family Futures to release their comments, we 
will still need to provide the reference if it is reasonable in all the circumstances to comply 
with the request without their consent. We need to weigh the referee’s interests in having 
their comments treated confidentially against the individual’s interests in seeing what has 
been said about them. 
 
When considering whether it is reasonable in all the circumstances to comply with a request, 
we should take account of factors such as: 
 

• any express assurance of confidentiality given to the referee; 
• any relevant reasons the referee gives for withholding consent; 
• the potential or actual effect of the reference on the individual; 
• the fact that a reference must be truthful and accurate and that without 

access to it the individual is not in a position to challenge its accuracy; 
• that good employment practice suggests that an employee should have 

already been advised of any weaknesses; and any risk to the referee. 
 

We should also consider whether it is possible to keep the identity of the referee 
secret. 
 
Employees seeking access to personnel files may challenge the accuracy of an entry made 
in the records and we as the data controller must respond to this challenge by investigating it 
promptly and making any changes as necessary. Data may not be removed from a file but 
may be annotated. Copies of data may also be redacted to protect information about third 
parties. 

 
5. Third Party requests for data 

 
Data must not on any account be disclosed over the telephone because the caller’s identity 
can be difficult to verify.  If you receive such a request you should ask the person to put the 
request in writing via letter, fax, e-mail, as appropriate.   
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Data can be disclosed to a third party without the consent of the data subject in the following 
circumstances:  
 

• Data disclosures required by law – e.g. data supplied to statutory bodies. 
• Data required by regulators. 
• Data that would prevent crime or be used to prosecute offenders. 
• Data used for taxation purposes. 
• Data disclosures made in connection with legal proceedings. 
• Data that would be in the interest of national security. 

 
If you are unsure whether any specific data should be disclosed, please contact our Agency 
Administrator before any disclosure is made. 
 
A record must be kept on file of any disclosure, including date, to whom, and the reason for 
the requests. 
 

6. Exemptions to access 
 
Access may not be permitted in the following circumstances: 
 

• It would involve a disproportionate effort. 
• The data subject has not provided sufficient information to enable the data controller 

to satisfactorily identify the data subject or otherwise comply with the request. 
• The data subject has not provided the £10 administration fee. 
• The data controller has already complied with the same or a similar request within a 

reasonable period. 
• Disclosure of the data would also disclose information relating to third parties unless: 

 
o third party data can be redacted without the document losing its meaning; 
o the third party has consented; or 
o It is reasonable in all the circumstances to disclose the information without 

such consent. 
 
Careful consideration should be given to what is “reasonable”, in relation to the last point, 
thinking through any duty of confidentiality owed to the other individual, any steps that the 
data controller might take to seek consent from them, and whether the other individual is 
capable of consenting, e.g. they may have left the organisation without a forwarding 
address. 
 

7. Personal Details 
 
You are required to ensure that Family Futures is kept informed of any changes to your 
personal details, including change of address or telephone number, change of emergency 
contact details etc.  The Agency Administrator has a staff contact details list she keeps 
updated for this purpose.  
 

8. Failure to Comply 
 
Failure to comply with any of the 8 principles of the Data Protection Act may result in 
enforcement notices being served on Family Futures and individual members of staff by the 
Information Commissioner’s Office. Failure to comply with any such notices issued is an 
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offence and the penalty on summary conviction is a fine of up to £500,000 and/or a prison 
sentence. 

 
9.  Housekeeping Procedures 
 
Managers must undertake an audit of their files every six months to ensure that the data 
they contain complies with the 8 principles of the Data Protection Act.  

 
Managers must also ensure that their staff understand their rights and responsibilities under 
the Data Protection Act. 
 
10.  Retention of records 

 
The Data Protection Act states that data should not be kept for longer than is necessary for 
the purposes for which it is processed.  Therefore, Family Futures sets out the following 
guidelines for retaining data.  These guidelines relate to all those at the organisation who 
may hold information about individuals. 
 
Applicants for jobs, regardless of whether they are  
shortlisted, interviewed, or offered the job:    6 years 
Ex-employees’ files:       6 years after they leave 
         Family Futures 
 
It is important to remember that computer records as well as manual files are included in this 
directive. 
 
11.  Specific Procedures 
 
All staff should be familiar with the relevant sections of the company’s VAA Manual including 
in particular sections:  

 
Records with respect to Services 
 
Each family where work has been commissioned have an electronic case file, and each 
member of staff has a password to log onto the system. There are also for all case files a 
paper file which contains psychometric data.  
 
• basic biographical information of all family members; 
• contracts; 
• assessments carried out and assessment reports; 
• notes of sessions; 
• information provided by the commissioning agency and the family; 
• copies of all correspondence; and 
• outcome monitoring reports. 
 
The paper files are contained in lockable cupboards and the computer system is password 
protected for all staff with only certain staff having access to certain areas on the server. All 
staff have access to the S Drive and all the case files via their own personal log in. Archived 
records are stored in a secure facility offsite. The keyworker for each family is responsible for 
ensuring that all relevant information is updated on the file and overall system and the 
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system as a whole is managed by the administrative team whose work is overseen by the 
management team with the support of the agency legal advisor. 
 
Our electronic records are stored on a secure computer server which is backed up daily and 
is maintained by Co-Operative Systems.  
 
All records are kept in compliance with Regulation 6 of The Disclosure of Adoption 
Information (Post-Commencement Adoptions) Regulations 2005, which means that Family 
Futures must keep information relating to section 56 of the Adoption and Children Act 2002 
about a person’s adoption for at least 100 years from the date of the adoption order. 
 
All staff, temporary and permanent, are made aware of the importance of confidentiality of 
records and information.  Names and addresses of adopted children or their parents are not 
given verbally over the phone or sent out in writing without the prior consent of the adoptive 
parent.  Any redundant records are shredded.  Non-active cases are archived and are kept 
for up to 100 years.  If Family Futures is no longer able to continue, these records will be 
sent to the local authority adoption agency in which the child was last known to be living. 
 
Any decisions made regarding the service provided to a service user are documented and a 
record kept on the service user’s file.  These records are dated and signed.  
 
Administrative Records 
 
There is a written policy on case recording, which establishes the purpose, format, 
confidentiality and contents of records, including secure storage and access to case files in 
line with regulations. See ‘Presentation of Family Futures documents’ which can be found in 
VAA Manual.  
 
Family Futures keeps separate staff employment records including both paper and electronic 
files.  This system is managed by the Agency Administrator.  Copies of the following are 
included in personnel files: 
 
• job descriptions and person specifications; 
• application form; 
• references; 
• DBS checks*; 
• appraisals and supervision notes; 
• professional insurance cover;  
• qualifications certificates; 
• any other matters related to staff employment . 

 
* Once a recruitment (or other relevant) decision has been made, we do not keep disclosure 
information for any longer than is necessary.  This is generally for a period of up to six 
months, to allow for the consideration and resolution of any disputes or complaints.  If, in 
very exceptional circumstances, it is considered necessary to keep disclosure information for 
longer than six months, we will consult the DBS about this and will give full consideration to 
the data protection and human rights of the individual before doing so.  Throughout this time, 
the usual conditions regarding the safe storage and strictly controlled access will prevail. 
Once the retention period has elapsed, we will ensure that any disclosure information is 
immediately destroyed by secure means, i.e. by shredding, pulping or burning.  While 
awaiting destruction, disclosure information will not be kept in any insecure receptacle (e.g. 
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waste bin or confidential waste sack).  We will not keep any photocopy or other image of the 
Disclosure or any copy or representation of the contents of a Disclosure.  However, 
notwithstanding the above, we may keep a record of the date of issue of a disclosure, the 
name of the subject, the type of disclosure requested, the position for which the disclosure 
was requested, the unique reference number of the disclosure and the details of the 
recruitment decision taken.  
Entries on the record sheets are legible and factual, signed and dated. These records are 
kept in a locked filing cabinet. There is a system for keeping records of all complaints and 
allegations.  
 
This system is overseen by the Agency Administrator with the support of our external HR 
Consultant and the agency legal advisor. 
 
For concerns about any matter related to safe-keeping of records, staff should see the 
Grievance Policy and Whistle Blowing Policy in the VAA manual and staff handbook.  
 
Family Futures are in the process of implementing Egress Switch, which once in place  
will allow staff to encrypt emails to ensure the secure transfer of sensitive and confidential 
information electronically. 
 
Electronic/Paper Documents Taken From Family Futures’ Office for Home Use 
 
• Any paper document relating to a case, if taken from the Family Future’ offices for 

home use must be kept in a locked cabinet and must be transported in a locked case.  
Original documents should not be taken, but photocopied. 

 
• When working out of the office on a computer all electronic documents should be kept 

on an encrypted memory stick, which is provided by Family Futures for all staff 
members. 

 
Personnel Files of Members of Staff 
 
As outlined above, personnel files are kept secure and include the documents mentioned 
above.  This system is the responsibility of the Agency Administrator in the first instance, 
part of whose role is to ensure it is kept up to date. 
 
Policy on Case Recording 
 
Any record kept regarding the service user is kept at all times under the highest levels of 
confidentiality. 
 
Case records would normally be typed and are the responsibility of the keyworker for the 
case, who would normally be operating at a senior practitioner level.  Assessment reports, 
network reports and any other case summary will be dated and signed by the keyworker. 
 
Service users have the right at any time to ask to examine the contents of their file.  Twenty 
one days’ prior notice is required. Third party information where the consent of that party to 
full disclosure has not been received would be removed. 
 
To ensure the safety and confidentiality of paper records, they are kept in locked filing 
cabinets when not in active use. 
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The server is stored in a locked room at all times.  
 
Video footage of service user sessions is filmed only with their consent and is kept in a 
locked cupboard.  Once a case is closed, the tapes go to archive along with the paper files. 
The cupboard holding tapes on site is locked at all times.  
 
All staff are made aware of these procedures as part of their induction programme. 
 
To ensure the safety of client records, a highly sophisticated intruder alarm system with 
direct links to a key holding company is in operation. 
 
Hand written records are clearly written and legible. 
 
Any written/typed information in session notes, reports or summaries must be clearly 
expressed in a non-stigmatizing way and differentiate clearly between fact and opinion. 
 
12.  Service users’ access to records 
 
Service user access to records is in compliance with Data Protection Legislation. 
 
Information from the file will not be disclosed to any third party without the express, written 
consent of the service user, unless the matter is regarded as a child protection issue. 
 
Electronic records are kept in family files. These records are only available to staff who have 
the pass code.  Service users are entitled to access their own records, provided they have 
been authored by Family Futures.  Access would take the form of a paper copy of what is on 
file. 
 
All electronic files are backed up daily on the server.  A tape of all service user files is taken 
off-site each week and stored in a locked safe. 
 
This policy is reviewed on a regular basis, with the benefit of legal advice, where 
appropriate, and amended as appropriate.  
 
It is intended to extend the policy to include sections addressing specific data protection 
queries arising from specific areas of work.  This process will include developments made in 
response to queries raised by staff or clients. 
 
13.  Adoption Agencies 
 
Family Futures gives information from its case files promptly to other adoption agencies and 
local authorities to effect the placement of a child.  
 
Family Futures’ procedures take account of the Data Protection Act and Human Rights Act 
and cover: 
 

• authorising access to adoption case records and their indexes and disclosure of 
adoption information; 
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• when to make records or information available under the Adoption Agencies 
Regulations 1983 and 2005; 

 
• how to deal with requests for access or disclosure and who can authorise them; 

 
• The requirement for a written confidentiality agreement before disclosure (this does 

not cover the child or adopter but covers anyone else in or outside the agency, 
including the adoption panel).   

 
• To ensure the safety of client records, a highly sophisticated intruder alarm system 

with direct links to the key Holder Company is in operation. 
 
 
Jay Vaughan 
Updated September 2016 
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